This is a preview - click here to buy the full publication ‘ ISOI I EC

REPORT TR
29149

First edition
2012-03-15

Information technology — Security

techniques — Best practices for the
provision and use of time-stamping
services

Technologies de l'information — Techniques de sécurité — Meilleures
pratiques pour la fourniture et I'utilisation de services d'horodotage

Reference number
ISO/IEC TR 29149:2012(E)

2 . © ISO/IEC 2012




ISO/IEC TR 29149:2012(d This is a preview - click here to buy the full publication

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2012

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form or by any means,
electronic or mechanical, including photocopying and microfilm, without permission in writing from either ISO at the address below or
ISO's member body in the country of the requester.

ISO copyright office

Case postale 56 ¢ CH-1211 Geneva 20

Tel. +4122749 01 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org
Published in Switzerland

ii © ISO/IEC 2012 — All rights reserved



This is a preview - click here to buy the full publication EO/IEC TR 29149:2012(E)

Contents Page
T =11V o] (o Y iv
3o T 11 o 4o Y v
1 £ oo o - SR 1
2 Terms anNd defiNitiONS .....ccceiiiiieiiiii s rrss s rrssss s renss s ranssssranssssrennssssannsssrennsssnsranssnnsennnnnns 1
3 Symbols and abbreviated terms...........ccciiiin i —————————————— 4
4 Time-StamMPINgG SEIVICES......ciiiicciiiiriri e e s smr e s s s s s s s ssmn e e e e e sa s s s s ammns e e s eesssssnnmenensanssnnnnnnnes 5
5 Use cases for Non-repudiation...........ccooiii e s e 5
5.1 o o 11 e 4o Y 5
5.2 L =T = o= T3 = - 6
5.3 L oY= o= 17 - Y 6
5.4 L oY= o= T3 =T -2 6
6 o (= 4= LI =3 1 = 7
6.1 Security requirements for custody of eVidencCes..........ccccccemriiiiiccccserir e 7
6.2 Weak cryptography: hash-fuNCLiONS ... e 8
6.3 Weak cryptography: digital Signatures.........ccccececeecmrimiiinsccssseerre s sssss e ssse s s e s smmnne s 10
6.4 Weak cryptography: message authentication codes ...........ccoooommiiiiicccciicirr s 10
6.5 Signature verification.........ccciiii i ————— 10
6.6 Time-stamp tOKEN reNEWAL .........oiiciiiiri s 1
6.7 Time-stamping service availability ..........cccccvviiiiiiiin e ——————— 12
6.8 Time-stamping service CONtINUILY .........cccciiiiiiniiniiinrr 12
7 L= oo 1010 4 1= 0 Lo = 1A oY 0 = 12
71 Recommendations for requesters of time-stamp tokens.........cccocccccieririiincccccceerrre e 12
7.2 Recommendations for verifiers of time-stamp tokens.........ccccccvi i 13
7.3 Recommendations for time-stamp service providers ........cccccove i ccccsecrrrr e 13
7.4 Recommendations for signature verification.........cccccccccimiiiie s 16
7.5 Non-repudiation POLICY .......cccccimiiiiiiiiiicrirr s ss s s sse e e e s ss s s s smnne e e e e ee s s s mnmn e e e e eessssnmnnnnennssas 17
8 N Lo 1o 11 3o TS 17
8.1 OV I VIBW ... . iieeeiiiieeeiireessirseensssressssssrsnssssranssstaasssssransssssaanssssasnsssssansssssensssssensssssenssssssensnsssssensssssenssnnsenns 17
8.2 i = T T 0 03 1 o 0 1= 17
8.3 Keyed message authentication algorithms.............ccccviiiiiiinccccc s 18
8.4 Signature algorithms..........oiiii i ———————————— 18
=] o 1o T = ] 0 77 19

© ISO/IEC 2012 — All rights reserved iii



ISO/IEC TR 29149:2012(d This is a preview - click here to buy the full publication

Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

In exceptional circumstances, when the joint technical committee has collected data of a different kind from
that which is normally published as an International Standard (“state of the art”, for example), it may decide to
publish a Technical Report. A Technical Report is entirely informative in nature and shall be subject to review
every five years in the same manner as an International Standard.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC TR 29149 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.
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Introduction

This Technical Report explains how to provide and use time-stamping services so that time-stamp tokens are
effective when used to provide

= timeliness and data integrity services, or
= non-repudiation services (in conjunction with other mechanisms).

ISO/IEC 18014 specifies time-stamping services, explaining how to generate, renew, and verify time-stamp
tokens. The goal of a non-repudiation service is to treat evidence concerning a claimed event or action in
order to resolve disputes about the occurrence or non-occurrence of the event or action. Depending on the
non-repudiation service which is required, the non-repudiation policy in effect for a specific application, and
the legal environment within which the application operates, time-stamp tokens from time-stamping
authorities may be required as components of non-repudiation information.
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TECHNICAL REPOr~ .EOIIEC TR 29149:2012(E)

Information technology — Security techniques — Best
practices for the provision and use of time-stamping services

1 Scope

This Technical Report explains how to provide and use time-stamping services so that time-stamp tokens are
effective when used to provide timeliness, data integrity, and non-repudiation services in conjunction with
other mechanisms. It defines:

— how time-stamp requesters should use time-stamp token generation services;

— how TSAs (time-stamping authorities) should provide a service of guaranteed quality;

— how TSAs should deserve trust based on good practices;

— which algorithms and parameters should be used in TST (time-stamp token) generation and TST renewal,
so that TSTs resist during the time period during which the TSTs can be verified as being valid;

— how time-stamp verifiers should use the time-stamp token verification services, both when validating
individual TSTs, and when validating sequences of renewal TSTs.
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